
Terms of Service 
Last Revised: August 2, 2026 

 

StarkWare Industries Ltd. ("Off Market", "we", "our", or "us") welcomes you (the "User(s)," or 

"you") to http://offmarket.cx/ (the "Site"), a website and interface that allows Users to place 

trades on the Polymarket prediction market platform ("Polymarket") using privacy-enhancing 

infrastructure designed to reduce the ability to link a User’s on-chain trading activity to that 

User’s public wallet address. Each User may use the Site in accordance with, and subject to, the 

terms and conditions set out below (the "Terms"). 

"Off Market" and the Site are independent tools that interact with Polymarket and are not 

affiliated with Polymarket (see "No Affiliation with Polymarket" below). Trades submitted 

through the Site are executed on Polymarket and are subject to Polymarket's own terms of use, 

in addition to these Terms.  

Acceptance of the Terms 
BE AWARE THAT YOUR USAGE OF THE SITE IS AT YOUR OWN RISK AND THAT ALL THE TERMS 

BELOW WILL APPLY. 

By entering, connecting to, accessing or using the Site, you acknowledge that you have read and 

understood these Terms and our Privacy Policy available at https://offmarket.cx/privacy-policy, 

and you agree to be bound by them and to comply with all applicable laws and regulations 

regarding your use of the Site. You acknowledge that these Terms constitute a binding and 

enforceable legal contract between Off Market and you. IF YOU DO NOT AGREE TO THESE 

TERMS, PLEASE DO NOT ENTER, CONNECT TO, ACCESS OR USE THE SITE IN ANY MANNER. 

Please be advised that these Terms contain provisions, including an Agreement to Arbitrate, that 

govern how claims that you may have or assert against Off Market are resolved, which will 

require the parties to submit claims they may have against one another to binding and final 

arbitration. Under the Agreement to Arbitrate, the parties will (1) only be permitted to pursue 

claims against each other on an individual basis, not as a plaintiff or class member in any class or 

representative action or proceeding, and (2) only be permitted to seek relief (including 

monetary, injunctive, and declaratory relief) on an individual basis. 

The Site is provided for the purpose described herein only, without any representation or 

warranty. Off Market assumes no responsibility for the accuracy of any information, odds, 

pricing, or market data displayed on the Site (including data mirrored from Polymarket). This 

content should not be construed as investment, legal, tax, or financial advice, nor does it 

constitute an offer to sell, a solicitation to buy, or an endorsement of any product, market, or 

outcome. Before making any decision, you must independently verify all information and consult 



qualified professional advisors. Participation involves risk of loss. YOU ACKNOWLEDGE AND 

AGREE THAT YOU ASSUME FULL RESPONSIBILITY FOR YOUR USE OF THE SITE, ALL OF WHICH 

WILL BE AT YOUR OWN RISK. 

SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES OR THE 

LIMITATION OR EXCLUSION OF LIABILITY FOR DIRECT, INDIRECT, INCIDENTAL OR CONSEQUENTIAL 

DAMAGES. ACCORDINGLY, IN SUCH JURISDICTIONS THE FOREGOING WILL BE REINTERPRETED SO 

AS TO BE EFFECTIVE TO THE GREATEST EXTENT POSSIBLE UNDER APPLICABLE LAW. 

No Affiliation with Polymarket 
Off Market is an independent, unofficial service. OFF MARKET IS NOT CREATED, OPERATED, 

OWNED, ENDORSED, SPONSORED, AUTHORIZED BY, OR IN ANY WAY OFFICIALLY AFFILIATED 

WITH POLYMARKET, ITS OPERATING COMPANY OR COMPANIES, OR ANY OF THEIR RESPECTIVE 

AFFILIATES, OFFICERS, OR EMPLOYEES. "Polymarket" and any related names, logos, and 

trademarks are the property of their respective owners, and any reference to Polymarket on the 

Site is solely for the purpose of describing interoperability with the Polymarket platform. 

All markets, odds, pricing, liquidity, order matching, settlement, and resolution of trades occur 

on Polymarket and are governed entirely by Polymarket’s own terms of service, rules, and smart 

contracts, not by Off Market. Off Market has no ability to influence, guarantee, or control market 

outcomes, resolutions, Polymarket’s availability, or Polymarket’s treatment of any account, 

wallet, or transaction. You are solely responsible for reviewing and complying with Polymarket’s 

own terms and policies, including any eligibility or geographic restrictions Polymarket may 

impose. Using the Site does not exempt you from, and must not be used to circumvent, any 

restriction, suspension, or ban that Polymarket applies to you or to any account. 

Off Market does not custody, control, or have access to funds held on Polymarket beyond 

facilitating the transfer mechanism described below, and is not a broker-dealer, exchange, 

custodian, money transmitter, or financial institution. 

How the Site Works 
The Site is designed to make it harder to link your trading activity on Polymarket back to your 

main, publicly-known wallet address. It does this, in summary, as follows: 

●​ You add funds to a private balance associated with your session on the Site. 

●​ Each trade you place is executed through a freshly generated, single-use account or wallet, 

rather than your main public wallet. 

●​ That fresh account then submits and executes the trade directly on Polymarket. 

This process is intended to reduce the practical linkability between your public wallet and your 

Polymarket trading activity. It is a privacy-enhancing feature, not an anonymity guarantee (see 

the following section). 



No Guarantee of Complete Anonymity or Untraceability 
THE SITE IS DESIGNED TO REDUCE THE LINKABILITY BETWEEN YOUR PUBLIC WALLET AND YOUR 

TRADING ACTIVITY ON POLYMARKET. IT DOES NOT PROVIDE, AND OFF MARKET DOES NOT 

REPRESENT, WARRANT, OR GUARANTEE, COMPLETE, TOTAL, OR PERFECT ANONYMITY, PRIVACY, 

CONFIDENTIALITY, OR UNTRACEABILITY. 

Blockchain transactions, including those routed through the Site, are generally recorded on 

public, transparent distributed ledgers. Even where a transaction is not directly tied to your main 

wallet address by design, your activity may still potentially be identified, linked, correlated, or 

de-anonymized through means including, without limitation: 

●​ Blockchain analysis tools, heuristics, or firms that cluster addresses or correlate transactions 

by timing, amount, or other patterns; 

●​ Information collected by funding sources, exchanges, wallet providers, or fiat 

on-ramps/off-ramps that maintain "know your customer" (KYC) or similar records; 

●​ Your own conduct, such as reusing addresses, funding a fresh account from an identifiable 

source, linking wallets elsewhere, or other operational security lapses; 

●​ IP address, device, browser, or other metadata collected by the Site, Polymarket, or 

third-party infrastructure providers; 

●​ Disclosure compelled by law enforcement, regulators, courts, subpoena, or other legal 

process; and 

●​ Vulnerabilities, bugs, or limitations in the Site, Polymarket, underlying blockchain networks, 

or associated smart contracts. 

Eligibility to Use the Site 
There is certain conduct which is strictly prohibited when using the Site. Please read the 

following restrictions carefully. Failure to comply with any of the provisions set forth herein may 

result (at Off Market’s sole discretion) in the termination of your use of the Site and may also 

expose you to civil and/or criminal liability. 

The Site is available only to individuals who: 

●​ are at least eighteen (18) years old; 

●​ possess the legal capacity to enter into these Terms (on behalf of themselves and their 

organization, if applicable) and to form a binding agreement under any applicable law; 

●​ are not a "U.S. Person" (including any citizen or resident of the United States, or any entity 

organized under U.S. law or with a U.S. principal place of business), and are not located in, 

resident of, incorporated in, or accessing the Site from the United States or any other 

jurisdiction in which use of the Site, Polymarket, or prediction/event markets generally 

would be illegal or restricted; and 

●​ are not identified as a "Specially Designated National," "Blocked Person," or otherwise 

subject to any sanctions or trade restrictions administered by the U.S. Treasury’s Office of 



Foreign Assets Control (OFAC), the United Nations, the European Union, the United 

Kingdom, or any other applicable governmental authority, and are not located in, organized 

in, or a resident of any country or territory that is the target of comprehensive sanctions. 

You hereby represent that you possess the legal authority to enter into these Terms on your own 

(and, if applicable, your organization’s) behalf and to form a binding agreement under any 

applicable law, to use the Site in accordance with these Terms, and to fully perform your 

obligations hereunder. If you are acting on behalf of an organization, you agree to these Terms 

on such organization’s behalf and represent and warrant that you are authorized to do so, and 

that any act or omission performed by you in connection with the Site shall obligate your 

organization. 

Prohibited Conduct 
Without limiting any other provision of these Terms, you agree that you will not use the Site to: 

●​ engage in, facilitate, or attempt money laundering, terrorist financing, sanctions evasion, tax 

evasion, or any other illegal financial activity; 

●​ evade, circumvent, or assist any other person in evading or circumventing Polymarket’s 

eligibility restrictions, geo-restrictions, account bans, suspensions, or KYC/AML 

requirements; 

●​ engage in market manipulation, wash trading, front-running, or other abusive or fraudulent 

trading practices; 

●​ violate any applicable law, regulation, or third party’s rights, including intellectual property, 

privacy, or data protection rights; or 

●​ interfere with, disrupt, or attempt to gain unauthorized access to the Site, Polymarket, or 

any related infrastructure. 

Risk Disclosures; No Investment or Legal Advice 
Trading on prediction markets such as Polymarket, and transacting with digital assets generally, 

involves significant risk, including the risk of total loss of funds. Prices and odds displayed on the 

Site are mirrored from Polymarket, may be delayed, inaccurate, or unavailable, and can change 

rapidly. Market resolutions are determined solely by Polymarket in accordance with its own rules 

and may be subject to dispute, delay, or error outside Off Market’s control. 

Nothing on the Site constitutes investment, legal, tax, or financial advice, or a recommendation 

or endorsement of any market, outcome, or trading strategy. You are solely responsible for 

evaluating the merits and risks of any trade and for complying with any laws applicable to you, 

including any laws relating to gambling, betting, or derivatives trading in your jurisdiction. 



Wallets, Private Keys, and Custody 
You are solely responsible for the security of your wallets, private keys, seed phrases, and any 

credentials used to access the Site or any private balance or fresh account generated through the 

Site. Off Market does not have custody of, and cannot recover, lost private keys, seed phrases, or 

funds. Loss of access to your keys, or transfer of funds to an incorrect address, is generally 

irreversible. The Site is not a bank or custodian, and funds routed through the Site are not 

insured or guaranteed by any deposit insurance scheme or any equivalent scheme in any 

jurisdiction. 

Fees 
Off Market may charge fees for use of the Site, in addition to any fees, gas costs, or spreads 

charged by Polymarket, blockchain networks, or third-party wallet or infrastructure providers. 

Applicable Off Market fees, if any, will be disclosed to you at or before the time of the relevant 

transaction. All fees are non-refundable except as required by applicable law. 

Third-Party Services and Materials 
The Site interacts with, links to, and relies upon services, content, data, and infrastructure from 

third parties (“Third-Party Services and Materials”), most notably Polymarket, blockchain 

networks, and wallet or infrastructure providers. Off Market may receive a commission, fee, or 

other compensation in connection with certain Third-Party Services and Materials. 

These Third-Party Services and Materials are not under the control of Off Market, and Off 

Market is not responsible for their availability, accuracy, content (including advertising, products, 

or other information), or practices (including privacy practices), and does not endorse them or 

any interaction between you and their providers. Your access to, use of, and reliance upon any 

Third-Party Services and Materials, and your dealings with any such third party (including 

Polymarket), are at your sole risk and expense, and are governed by that third party’s own terms 

and policies. Off Market shall not be responsible or liable, directly or indirectly, for any damage 

or loss caused or alleged to be caused by or in connection with your use of, or reliance on, any 

Third-Party Services and Materials, including Polymarket’s unavailability, errors, delays, or 

market resolution decisions. If you have questions or concerns about a Third-Party Service or 

Material, please contact that site’s administrator directly. 

Availability 
The Site’s availability and functionality depend on various factors, including communication 

networks, public blockchain networks, and the continued availability of Polymarket and other 

Third-Party Services and Materials. Off Market does not warrant or guarantee that the Site will 

operate or be available at all times without disruption or interruption, or that it will be immune 

from unauthorized access or error-free. 



Disclaimers and No Warranties 
TO THE FULLEST EXTENT LEGALLY PERMISSIBLE, THE SITE IS PROVIDED ON AN "AS IS", "WITH ALL 

FAULTS" AND "AS AVAILABLE" BASIS, AND OFF MARKET, INCLUDING ITS VENDORS, OFFICERS, 

SHAREHOLDERS, SUB-CONTRACTORS, DIRECTORS, EMPLOYEES, AFFILIATES, SUBSIDIARIES, 

LICENSORS, AGENTS AND SUPPLIERS (COLLECTIVELY, "OFF MARKET’S REPRESENTATIVES"), 

DISCLAIM ALL WARRANTIES OF ANY KIND WITH RESPECT THERETO, EXPRESS, IMPLIED OR 

STATUTORY, INCLUDING BUT NOT LIMITED TO WARRANTIES OF TITLE OR NON-INFRINGEMENT 

OR IMPLIED WARRANTIES OF USE, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, 

AND ANY WARRANTY OR REPRESENTATION REGARDING THE PRIVACY, ANONYMITY, OR 

UNTRACEABILITY OF ANY TRANSACTION. YOU MAY HAVE ADDITIONAL CONSUMER RIGHTS 

UNDER YOUR LOCAL LAWS THAT THIS AGREEMENT CANNOT CHANGE. 

WE DO NOT WARRANT (I) THAT THE USE AND OPERATION OF THE SITE IS OR WILL BE SECURE, 

TIMELY, ACCURATE, COMPLETE, UNINTERRUPTED, WITHOUT ERRORS, OR FREE OF VIRUSES, 

DEFECTS, WORMS, OTHER HARMFUL COMPONENTS OR OTHER PROGRAM LIMITATIONS; (II) 

THAT WE OR ANY OTHERS WILL CORRECT ANY ERRORS OR DEFECTS IN THE SITE; (III) THAT ANY 

TRANSACTION ROUTED THROUGH THE SITE WILL BE OR REMAIN UNLINKABLE TO YOU OR ANY 

WALLET; OR (IV) ANY OUTCOME REGARDING THE USE, INABILITY TO USE, OR RESULTS OF USING 

THE SITE (INCLUDING THAT THE RESULTS OF USING THE SITE WILL MEET YOUR REQUIREMENTS). 

OFF MARKET AND OFF MARKET’S REPRESENTATIVES DISCLAIM ALL WARRANTIES AND 

CONDITIONS WITH REGARD TO THE USE OF THE SITE, AND ARE NOT AND SHALL NOT BE 

RESPONSIBLE FOR ANY ERROR, FAULT OR MISTAKE RELATED TO ANY CONTENT AND/OR 

INFORMATION DISPLAYED WITHIN THE SITE, INCLUDING MARKET DATA MIRRORED FROM 

POLYMARKET. 

WE ARE NOT RESPONSIBLE AND HAVE NO LIABILITY FOR ANY ITEM OR SERVICE PROVIDED BY 

ANY PERSON OR ENTITY OTHER THAN OFF MARKET, INCLUDING POLYMARKET. 

WE ARE NOT RESPONSIBLE FOR ANY CONSEQUENCES TO YOU OR OTHERS THAT MAY RESULT 

FROM TECHNICAL PROBLEMS (INCLUDING WITHOUT LIMITATION IN CONNECTION WITH THE 

INTERNET, SUCH AS SLOW CONNECTIONS, TRAFFIC CONGESTION, OVERLOAD OF SERVERS, 

DELAYS OR INTERRUPTIONS) OR ANY TELECOMMUNICATIONS, INTERNET PROVIDERS, OR 

BLOCKCHAIN NETWORK. 

YOU AGREE THAT USE OF THE SITE IS ENTIRELY AT YOUR OWN RISK. 

INASMUCH AS SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSIONS OR LIMITATIONS AS SET 

FORTH HEREIN, THE FULL EXTENT OF THE ABOVE EXCLUSIONS AND LIMITATIONS MAY NOT 

APPLY. 

Limitation of Liability 
TO THE MAXIMUM EXTENT LEGALLY PERMISSIBLE, IN NO EVENT SHALL OFF MARKET, INCLUDING 

OFF MARKET’S REPRESENTATIVES, BE LIABLE FOR INDIRECT, SPECIAL, PUNITIVE, EXEMPLARY, 



INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND, UNDER ANY LEGAL THEORY 

(INCLUDING, WITHOUT LIMITATION, CONTRACT, NEGLIGENCE, TORT OR STRICT LIABILITY), 

INCLUDING, WITHOUT LIMITATION, LOSS OF GOODWILL, PROFITS OR DATA, LOSS OF PRIVACY OR 

ANONYMITY, AND BUSINESS INTERRUPTION, ARISING HEREUNDER, RESULTING FROM OR 

ARISING OUT OF THE SITE, POLYMARKET, AND/OR THE FAILURE OF THE SITE TO PERFORM AS 

REPRESENTED OR EXPECTED, OR FROM ANY CONTENT, OR FROM THE PERFORMANCE OR 

FAILURE OF THE SITE TO PERFORM UNDER THESE TERMS, ANY OTHER ACT OR OMISSION OF OFF 

MARKET OR OFF MARKET’S REPRESENTATIVES, OR BY ANY OTHER CAUSE WHATSOEVER; OR 

BASED UPON BREACH OF WARRANTY, GUARANTEE OR CONDITION, BREACH OF CONTRACT, 

NEGLIGENCE, STRICT LIABILITY, TORT, OR ANY OTHER LEGAL THEORY, REGARDLESS OF WHETHER 

OFF MARKET OR OFF MARKET’S REPRESENTATIVES HAVE BEEN ADVISED OF THE POSSIBILITY OF 

SUCH DAMAGES. 

IN ANY CASE, WITHOUT LIMITING THE GENERALITY OF THE FOREGOING AND TO THE MAXIMUM 

EXTENT LEGALLY PERMISSIBLE, OFF MARKET AND OFF MARKET’S REPRESENTATIVES’ TOTAL 

AGGREGATE LIABILITY FOR ALL DAMAGES OR LOSSES WHATSOEVER ARISING HEREUNDER OR IN 

CONNECTION WITH YOUR USE OR INABILITY TO USE THE SITE SHALL BE LIMITED TO THE 

AMOUNT OF FEES ACTUALLY PAID BY YOU, IF ANY, TO OFF MARKET (AS DISTINCT FROM 

AMOUNTS WAGERED, TRADED, OR TRANSFERRED THROUGH THE SITE TO POLYMARKET OR ANY 

THIRD PARTY) IN RESPECT OF THE PARTICULAR TRANSACTION IN CONNECTION WITH WHICH THE 

LOSS OCCURRED, OR US $100.00, WHICHEVER IS GREATER. 

INASMUCH AS SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSIONS OR LIMITATIONS AS SET 

FORTH HEREIN, THE FULL EXTENT OF THE ABOVE EXCLUSIONS AND LIMITATIONS MAY NOT 

APPLY. 

Release of Claims 
You expressly agree that you assume all risks in connection with your access and use of the Site, 

including risks arising from your use of Polymarket or any Third-Party Services and Materials 

through the Site. You further expressly waive and release Off Market from any and all liability, 

claims, causes of action, or damages arising from or in any way relating to your use of the Site. 

Indemnification 
You agree to indemnify, defend, and hold harmless Off Market and Off Market’s Representatives 

from and against any and all claims, damages, losses, liabilities, costs, and expenses (including 

reasonable legal fees) arising out of or relating to: (a) your use or misuse of the Site; (b) your 

violation of these Terms or of Polymarket’s terms; (c) your violation of any applicable law or the 

rights of any third party; or (d) any transaction you initiate through the Site. 



Amendments to the Terms 
Off Market may, at its sole discretion, change these Terms from time to time, including any other 

policies incorporated herein, so please re-visit this page frequently. In case of any material 

change, we will make reasonable efforts to post a clear notice on the Site. Such material changes 

will take effect seven (7) days after such notice was provided on the Site. Otherwise, all other 

changes to these Terms are effective as of the stated "Last Revised" date, and your continued 

use of the Site on or after that date will constitute acceptance of, and agreement to be bound by, 

those changes. In the event that the Terms should be amended to comply with any legal 

requirements or security concerns, the amendments may take effect immediately, or as required 

by law, and without prior notice. 

Termination and Changes to the Site 
At any time, Off Market may, without notice, discontinue your use of the Site at its sole 

discretion, in addition to any other remedies that may be available to Off Market under 

applicable law. 

Off Market may at any time, at its sole discretion, cease the operation of the Site or any part 

thereof, temporarily or permanently, delete any information or content from the Site, or correct, 

modify, amend, enhance, improve, or make any other changes thereto, or discontinue displaying 

or providing any information, content, or feature therein, without prior notice. You agree and 

acknowledge that Off Market does not assume any responsibility with respect to, or in 

connection with, the termination of the Site’s operation and any resulting loss of data. The 

provisions of these Terms that, by their nature and content, must survive termination in order to 

achieve the fundamental purposes of these Terms shall so survive, including without limitation 

the sections titled No Affiliation with Polymarket, No Guarantee of Complete Anonymity or 

Untraceability, Disclaimers and No Warranties, Limitation of Liability, Release of Claims, 

Indemnification, and General. 

Governing Law; Jurisdiction; Agreement to Arbitrate; No Class Action; 

Waiver of Right to Jury Trial 
As between yourself and Off Market, any claim relating to the Site or the use thereof will be 

governed by and interpreted in accordance with the laws of Singapore, without reference to its 

conflict-of-laws principles, and the United Nations Convention Relating to a Uniform Law on the 

International Sale of Goods shall not apply. 

All disputes arising out of or in connection with the present contract shall be finally settled under 

the Rules of Arbitration of the International Chamber of Commerce by one or more arbitrators 

appointed in accordance with the said Rules. The arbitration will be conducted in the English 

language and held by teleconference or, if teleconference is not possible, in Singapore (the 

"Agreement to Arbitrate"). 



You must bring any and all claims or disputes against us in your individual capacity and not as a 

plaintiff in or member of any purported class action, collective action, private attorney general 

action, or other representative proceeding. This provision applies to class arbitration. 

You and we both agree to waive the right to demand a trial by jury. 

Notwithstanding the foregoing, Off Market may seek injunctive relief in any court of competent 

jurisdiction. 

General 
(a) These Terms constitute the entire agreement between you and Off Market relating to the 

subject matter herein and supersede any and all prior or contemporaneous written or oral 

agreements or understandings between you and Off Market; (b) these Terms do not, and shall 

not be construed to, create any relationship, partnership, joint venture, employer-employee, 

agency, or franchisor-franchisee relationship between the parties, and do not create any 

relationship whatsoever between you and Polymarket; (c) no waiver by either party of any 

breach or default hereunder will be deemed a waiver of any preceding or subsequent breach or 

default; (d) any heading, caption, or section title contained herein is inserted only as a matter of 

convenience and in no way defines or explains any section or provision hereof; (e) YOU 

ACKNOWLEDGE AND AGREE THAT ANY CAUSE OF ACTION THAT YOU MAY HAVE ARISING OUT OF 

OR RELATED TO THE SITE MUST COMMENCE WITHIN ONE (1) YEAR AFTER THE CAUSE OF ACTION 

ACCRUES, OTHERWISE SUCH CAUSE OF ACTION IS PERMANENTLY BARRED; (f) if any provision 

hereof is adjudged by any court of competent jurisdiction to be unenforceable, that provision 

shall be limited or eliminated to the minimum extent necessary so that these Terms shall 

otherwise remain in full force and effect while most nearly adhering to the intent expressed 

herein; (g) you may not assign or transfer these Terms (including all rights and obligations 

hereunder) without our prior written consent, and any attempt to do so in violation of the 

foregoing shall be void, while we may assign or transfer these Terms without restriction or 

notification; (h) no amendment hereof will be binding unless in writing and signed by Off 

Market; and (i) the parties agree that all correspondence relating to these Terms shall be written 

and in the English language. 

Contacting Us 
In order to contact us, please email: offmarket@starkware.co. 

mailto:offmarket@starkware.co
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